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Billing Settings and Card Payments

a) Terms and conditions for Storing Card Details

The latest version of Helm supports auto-billing, which allows you to store and charge your
customers’ credit and debit cards automatically, by allowing them to store their card details in the
database. If you wish to use this facility, you first need to do the following:

1.) Open up the Configuration Tool and choose the “Auto Billing” tab. Read and agree to the
terms and conditions, and then type | AGREE into the box provided, and click “Apply”.

ki Helm™Configuration Tool

WebHost Automation Ltd.
n 3.1 Build 17

Lizence Infarmation I System D atabaze I Control Panel \Website Syztemn [dentity |
SMTF Settings I Admin Paszword Reset I Software Updates &
—&uta Billing Configuration

Although webHost Automation Lkd has taken every possible step to enzure that the
storage of credit card information is a5 secure as pozsible, we take no responsibility
for the data that iz stored within Helm. In arder to enable Helm to store and use credit
cards withit thiz systam, you will need to accept full responsibility for storing such
information, and by accepting these terms wou agree that WebHost Automation Lid,
is exempt from any legal responsibility for the credit card data stored on your computer
system[s] within the Helm databaze. If pou do not agree to these terms. you will not
be able to ztore any credit card information on this spstem. IF pou understand and
agree to these terms, you must type "'l AGREE" inta the box provided below.

—

Ok Cancel | Apply I Help |

2.) You will now need to choose a passkey with which any stored card details will be encrypted.
This needs to be at least 12 characters and should be memorised. If you lose this key in future,
you will not be able to recover any encrypted credit card details, should your server’s registry
become corrupt or lost.
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fiq Helm™Configuration Tool

Helm™Configuration Tool
WebHost Automation Ltd.

3.1 Build 17

Licence Information I Syztem D atabaze I Control Panel wWebsite Spgtem |dentity |
SMTP Seftings I Admin Password Fleset I Software Updates Auta Billing
—Auta Biling Configuration

The pasz key pou enter below will be uzed az part of the encreption routines to
zecure credit card and other related sensitive information, vou will need to enter a
phraze longer than 12 characters into the box provided belaw, DO KOT LOSE THIS
PA55S KEY. If you forget the pass key it can never be retieved and none of the
credit card detailz can ever be uzed again.

Pazs Few ;I

[

Cancel | Anply | Helm |

Once done, you now need to set up Helm so that it will accept your customers’ card details.

b) Current Supported Online Payment Gateways

Helm supports the following online payment gateways for automated billing:

- Authorize.Net

- ProTx VSP

- Moneris eSelect Plus
- LinkPoint Secure

- psiGate Gateway

- eWay EPayment

- SecurePay (USA)

- E-xact Transactions

- Velocity Pay

- psiGateXML Gateway
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To set one or all of these up for your reseller to use, go to:

Home > Billing > Billing Settings

Billing Settings Menu

This is the main billing settings menu. From this location you can access all settings that affect billing.

User Account: SAMPLE_RESELLER

¥ Enable Billing System

_ 8 2 g =

Billing Tax Settings Invoicing Payment Payment
Configuration Receipts (Gateways

| _ﬁ
Payment Credit Card
Reminders Failure
MNotification

Choose “Payment Gateways” from this screen. Now, select the payment gateway you wish to
enable from the Automatic Recurring Billing Gateways list, and click “Next”.

Authorize. Met Alkd
LinkFoint Secure

FMoneris eSelect Plus

psiGate Gateway
evivany EPayment
mecureFay (LUSA)
E-xact Transactions
“Welocity

psiGatexhdL Gateway

Below are the setup instructions for Authorize.Net.
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c) Authorize.Net Integration

This guide assumes that you have installed the necessary files (where appropriate) to use the
Authorize.Net gateway. If such files are required, these should have been provided to you by the
gateway directly. Your gateway will have told you if the installation of such files is needed. If you
have not done this, you should contact the billing gateway directly.

Below is the Payment Gateway Settings page for Authorize.Net, which you will need to customise
as appropriate:

Online Payment Gateway: authorize Met AIM
Enabled:

CC Failure Retry Limit:

Payment Description: |Credit Card Fayment

Authorize.Net Login Id: |abc123455?89[|
Authorize.Met Mode: | Transaction Key Mode +
Trans. Key/Password: |ab12cdeS4fg55?BHlJ |
Authorize.Met Yersion:
Gateway URL: |https:ffseu::ure.authurize.netfgatewawtransact.dll? |
Authorised Server IP: [255.255 255 255 |

@ =) (= ©

Enabled:- Check this box in order to make this gateway available for your resellers to use.

CC Failure Retry Limit:- The number of times (after the initial attempt) that Helm will try and
pay the gateway. For instance, if this is set to 3 then Helm will attempt to contact the
gateway a total of 4 times.

Payment Description:- The description that your resellers will see for this gateway. One useful
feature here is if you put the variable [CreditCardName] into the payment description, Helm

will replace this variable with the “friendly” name of the user's card. E.g. you could put
“Payment by [CreditCardName]” in this field.

Authorize.Net Login ID:- The login name provided to you by Authorize.Net.

Authorize.Net Mode:- You will have set up Authorize.Net to use either Password Mode or
Transaction Key Mode, so choose the relevant mode from the dropdown box.

Trans. Key/Password:- The password or transaction key related to the login and mode chosen.

Authorize.Net Version:- The current version of Authorize.Net being used. If this gets updated,
Authorize.Net should contact you.
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Gateway URL:- Link to the relevant Authorize.Net gateway page. This is already filled in and
doesn’t need to change.

Authorised Server IP:- The IP that may be sent with the Authorize.Net transaction, in some
cases (e.g. Wells Fargo accounts) an IP is required. By default this is set to 255.255.255.255,
which can be left, or alternatively you can enter the IP of the control server.

Once you have entered the relevant details, click the “Save” button to save them. You now
need to choose which credit/debit cards you will accept to use with this gateway.
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d) Adding cards to Authorize.Net

Credit/Debit Cards Supported by Authorize.Net:

- Visa

- Mastercard

- American Express
- Diners Club

-JCB

- Discover

On the Payment Gateway Settings screen, you will see that it currently displays “There are no
credit card types assigned to this gateway”. Click Add New to add one:

=2 Add Card Type

Yiou can use the form below to allow a card type to be assigned to the online payrment gateway so that
custarners may use that particular type of card when making purchaszes, A card type can anly be
assigned to a single gateway at any one time.

Online Payment Gateway: Autharize.Met AIM

Card Type: i
[G Back ]

W

hastercard
American Express
Diners Club

JCE

Discover

D)

Choose a card from the dropdown menu and click Save. This will get added to the supported

cards that your resellers can pay with. Repeat this action for as many cards as you wish to
support:

Card Type

Add Mew 6

To remove any cards from a gateway, simply select them from the list, then in the new screen
choose “Delete”. Once completed, click “Back” to return to the Payment Gateway Settings page.

Configuration of the Authorize.Net gateway is now complete.
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