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About Helm

The Helm 4 Web Hosting Control System is an extremely powerful hosting automation solution
for Windows 2000 and Windows .NET servers. Helm is developed by WebHost Automation Ltd, a
United Kingdom-based corporation. Their main website is:

http://www.webhostautomation.com

Important Information About This Guide

Because of the unique “unlimited user model” that Helm 4 employs, there is no longer a strict tier
system. Therefore, the Administrator/Reseller/User layout that existed in the previous version of
Helm no longer exists.

As well as this, the addition of Account roles and Login roles means that there are no longer strict
permissions attributable to a specific user. Effectively, if a user has the correct permissions, they
can see and/or do anything in Helm, even if they are not an administrator.

You should ensure that you have the correct permissions assigned to your login if you wish to
make use of the functionality described in this document. You should contact your administrator
for further information about this.

Please take some time to read over this guide. Doing so will make your experience as a user

much more enjoyable and profitable. We have littered this guide with helpful screenshots and
valuable step-by-step walkthroughs.
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Using Helm with 11S Password

IMPORTANT:- Before installing 11S Password, make sure that your Domains folder
(the folder where all of your website folders and data are stored) has the “Network
Service” Windows user added to it, with “Read” permissions. This is required by 11S
Password and will need to be added in order for it to work with Helm.

You can download I1S Password from the site of its developer, Troxo:

http://www.troxo.com/

Refer to 1S Password installation instructions in order to install 11S Password. Once installed, you
will need to configure Helm to use IIS Password.
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Installing the 11S Password Module

I11S Password is a Provider Extension which means it is an extension of another Provider module.
In this case, the Provider that it extends is the “Microsoft 11S 5 & 6” module. Therefore, in order
to use the IIS Password module, you must first have the “Microsoft 11S 5 & 6” module installed.

After installing this, you can then install the 11S Password Module.

To install the 1IS Password Module, you need to open up the Helm Configuration Tool on your
server. Click on the “Installed Modules” button, and you will see all of the available modules for

Helm:

Eid Helm Configuration Tool

Helm™ Configuration Tool
Host Automation Lkd

Helm ¥ersion 4.0.11 Revision 14

21 Modules
m Mame I Inztalled Wersion I L atest Wersion | Status -
Licene Provider Extensions
Infarmation
p— O 25F Support 1.00.0 Mat Inztalled —
ﬂ O ColdFusion 5upport 1.00.0 Mat Inztalled
Server Annass [ File Manager 1.00.0 Mat Inztalled
List S Paszword 1.0.0.0 Mat [nstalled
O Microzoft Frontpage Extensions 1.0.0.0 Mat Inztalled
@ O Peil Support 1.0.0.0 Mat Inztalled
Installed | | [ PHP Support 1.0.0.0 Mat Inztalled
hodules O Python 1.0.0.0 Mat Installed
O b Scheduler 1.0.0.0 Mat Inztalled
AR [ 0ODEC D5SM Support 1.0.0.0 Mat Installed
=
Helm Service Server Extensions =
g & o
S_l,ls.lem Refrezh Module List @ Install/l ninstall Modules
Databaze LI

| Tool Mersion ¢ 1.0.8 Revision 1

(1] 8

Caticel | Apply
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Find the 11S Password module in the list and check the box, and then click the Install/Uninstall
Modules button to install it:

Eid Helm Configuration Tool
. . Helm ¥ersion 4.0.11 Revision 14
E Helm™ Configuration Tool

WebHaost Automation Lkd

21 Modules
m M ame | Inztalled Yersion I Latest Yersion I Statusz -
Licence Provider Extensions
Infarmation
— O &5P Support 1.000 Mot Inztalled —
q O ColdFusion Support 1.0.0.0 Mat Installed
Sarver Aoness O File Manager 1.000 Mot Inztalled
List 15 Pagzword 1.0.0.0 1.000 Ingtalled, Up To Date
O Microsoft Frontpage E stensions 1.000 Mot Inztalled
@ O Perl Support 1.000 Mot Inztalled
Irestalled | O PHP Support 1.000 Mot Inztalled
hodule= O Python 1.0.0.0 Mat Irstalled
O 'w'eb Scheduler 1.000 Mat Inztalled
el O 0ODEC D5SM Support 1.00.0 Mat Imstalled
=
Helm Service Server Extensions =
@ 4] | 2
System Refresh Module List @ IretallUninztall Modules
Database j

LCancel | Spply

| Tool Yersion ¢ 1.0,5 Revision 1 ~_;[§| s_:il

The 11S Password module is now installed on your Helm build. Read on to learn how to use it in
Helm.
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11S Password

1S Password is a program that brings the ease and power of Apache’s htaccess to Microsoft IIS.
It uses Basic HTTP Authentication for password protecting web sites on 11S, just like htaccess
works on Apache. With Helm’s integration of 11S Password, it is possible to password protect a
web site in just moments. More advanced settings provide options such as user group
management.

To configure the 11S Password settings in Helm, go to the IIS service you have set up:

Home > Helm System > Servers > [Your Server] > Services = Web Service

Scroll down and you will the 11S Password details:

= IIS Password
I1S Password ISAPI DLL Path:™ |CWVindowsh\system32hinetsriiispas

Secure Data Directory:® |Secure
I:l Create an info File (informing users not to delete directory)

Default Realm Text: |Please enter a username and passw
Users Data File Mame [ htpasswd):™® | htpasswd
Groups Data File Mame (htgroups)* | higroups

Folders Data File Marme (htfolders)® | htfolders

I11S Password ISAPI DLL Path:- This is the path to the 1IS Password DLL on the server, which is
created when IIS Password is installed. It will be located at either

C:\Windows\system32\inetsrv\iispasswordfilter.dll (for Windows 2003 servers)
or
C:AWINNT\system32\inetsrv\iispasswordfilter.dll (for Windows 2000 servers)

Secure Data Directory:- This is the named of the folder that is created in a domain’s web
directory for secured folders, when it is added to Helm. It is called “Secure” by default, but can
be changed as required. If you check the “Create an info file” box, it will place a text file in this
folder warning users not to delete the folder.

Default Realm Text:- This is the text that will be placed by default in the secure folder section of
your Helm domains as an example of text that end users can use. It will be displayed on the
password prompt screen of any secured folder they try to access via a browser. By default, the
text states “Please enter a username and password to access this page” but this can be changed
as required.

']WEBHOST
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Users Data File Name:- This is the name of the file created in the secure data directory folder
which relates to the user logins that have been created in 11S Password. By default it is called
.htpasswd but this can be changed as required.

Groups Data File Name:- This is the name of the file created in the secure data directory folder
which relates to the group logins that have been created in 11S Password. By default it is called
.htgroups but this can be changed as required.

Folders Data File Name:- This is the name of the file created in the secure data directory folder
which relates to the folder logins that have been created in 1IS Password. By default it is called
.htfolders but this can be changed as required.

Click Save to update the service, and to complete the 1S Password configuration.

.]WEBHOST
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Creating Secure Folders, Users and Groups

Now that your password protection software of choice is set up, all you need to do is choose the
folders that you want to secure, and create users which have access to these folders.

Go to the domain in Helm you want to enable IS Password on and click the “Secure Folders”
icon:

Secure Folders

You will be taken to the main Secure Folders screen:

Secure Folders Logged in a5 ADMIN

This area allows wou to configure password prokected areas of your website

iispasstest.com G} Back.

Current secure fFolder status: Disabled {add a folder below to enable)

Protected Folders

@ Add @Unprotect Selected

Mo Items Found

% '«

Usets Groups
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Creating Secure Folders

The first thing you will want to do is specify which folders you want to protect using IIS
Password. Under the “Protected Folders” list, click “Add” to get taken to the following screen:

Pmtected Folder Logged in as ADMIMN

This area allows vou to configure a specific folder of vour website that is protected

Protect new folder on domain iispasstest.com 4‘\) Back.

=1 Basic Folder Details

Folder to Pratect: | |

Realm Text (displayed to visitors at prompt): * |F'Iease enter a usermame and password to access this page |

=l User & Group Assignments

) allow any walid user on this domain access to this folder

() Restrict access ta the users and groups specified below

Users without access lUsers with access

=

<

Groups without access Groups with access

=

L

a Save

Folder to Protect:- Select the folder you want to protect by using the folder picker button and
selecting a folder.

Realm Text:- This is the text you will see displayed on the password prompt screen of any
secured folder you try to access via a browser. By default, the text states “Please enter a
username and password to access this page” but this can be changed as required.

Allow any valid user on this domain access to this folder:- If you select this option, any 11S
Password user that has access to the domain will be able to view this web folder.

Restrict access to the users and groups specified below:- If you select this option then only the
users and groups that are in the “...with access” boxes will be able to view the web folder. You
can move users and groups between the with/without boxes by using the >> and << buttons.

Once you've made your choices for protecting this folder, click Save to save the details.

.IWEBHOST
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Creating Secure Folder Users

You now need to set up a user account that will be able to access the password protected folders
you have set up on this domain. Click the “Users” button and you will be taken to the Users
screen which contains a list of Users currently set up. There aren’t any at present, so click Add to
get taken to the following screen:

Secure Folder User Logged in 35 ADMIN

This area allows you to configure a specific user that can access protected Folders on your website

Create new secure folder user on domain iispasstest.com <')3 Back

= User Details

Usernarme: | |

Enter Passwaord: ™® | |

Retype Password: ™ | |

= Folder & Group Assignments

Mot Assigned to Folders Aszsighed to Folders

wanarg ot

& W
i i

Mot Assigned to Groups Azzighed to Groups

A W
A W

a Save

Username:- Enter the name of the user you want to create.

Enter Password:- Enter the password this user will use to access the secured folder.

Retype Password:- Re-enter the password you typed above.

Folder & Group Assignments:- Here you can select the Folders and Groups that this user will be
assigned to. You can move users between the Assigned/Not Assigned to folder/groups by using

the >> and << buttons. In the above example, you can see that there is a secured folder which
is added to this domain but not currently available to this user.

Once you've made your choices, click Save to save your Secure Folder User.

.IWEBHOST
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Creating Secure Folder Groups

You may want to allow several users to have access to a secured folder. The easiest way to do
this is to create a Secure Folder Group, to which you can then add users, and then simply assign
that group to the folder.

To create a Secure Folder Group, click the Groups icon from the main Secure Folders screen to
get taken to a page which contains a list of Groups currently set up. There aren’t any at present,
so click Add to get taken to the following screen:

Secure Folder Grou +] Logged in as ADMIN

This area allows you to configure a specific group that can access protected Folders on your website

Create new secure folder group on domain lispasstest.com Gj) Back

1=l Group Details

Group Marme: *

= Folder 8 User Assighments

Mot Assigned to Folders Assigned to Folders

varwraot

L W
Il W

Unassigned Users Aszigned Users

testuser

s W
I W

a Save

Group Name:- Enter the name for the group you want to create.

Folder & User Assignments:- Here you can select the Folders and Users that this user will be
assigned to. You can move users and folders to be assigned/unassigned to this group by using
the >> and << buttons. In the above example, you can see that there is a secured folder which
is added to this domain but not currently available to this group. There is also a user which is not
currently assigned to a group.

Once you've made your choices, click Save to save your Secure Folder Group.

You have now created an 11S Password Secured Folder, User and Group for your domain through
Helm.
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