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About Helm

The Helm 4 Web Hosting Control System is an extremely powerful hosting automation solution
for Windows 2000 and Windows .NET servers. Helm is developed by WebHost Automation Ltd, a
United Kingdom-based corporation. Their main website is:

http://www.webhostautomation.com

Important Information About This Guide

|ll

Because of the unique “unlimited user model” that Helm 4 employs, there is no longer a strict tier
system. Therefore, the Administrator/Reseller/User layout that existed in the previous version of
Helm no longer exists.

As well as this, the addition of Account roles and Login roles means that there are no longer strict
permissions attributable to a specific user. Effectively, if a user has the correct permissions, they
can see and/or do anything in Helm, even if they are not an administrator.

You should ensure that you have the correct permissions assigned to your login if you wish to
make use of the functionality described in this document. You should contact your administrator
for further information about this.

Please take some time to read over this guide. Doing so will make your experience as a user
much more enjoyable and profitable. We have littered this guide with helpful screenshots and
valuable step-by-step walkthroughs.
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Installing the Windows Firewall Module

To install the Windows Firewall Module, you need to open up the Helm Configuration Tool on
your server. Click on the “Installed Modules” button, and you will see all of the available modules
for Helm:

Helm ¥ersion 4.0.6 Revision 6

Helm™ Configuration Tool

w'ebHosk Automation Led

21 Modules
m M ame | Ingtalled Wersion | Latest Yersion | Stabus -
lnflf;'ffn':iﬁn Server Extensions
P O 115 Manager 1.0.00 Mat Inztalled
ﬂ O 115 Manitar 1.000 Mat Installed
Server Access O Teminal Services 1.000 Mat Inztalled
List O Upgrade Service 1.0.00 Mat Inztalled
O windows Event Viewer 1.000 Mat Installed
@ “windows Firewall 1.0.00 Mat [nstalled
Inztalled | O windows Processes 1.0.00 Mat Inztalled
Mogules [ “windows Reboct 1000 HetInstaled
O windows Scheduled Tasks 1.0.0.0 Mot Installed
1 O windows Services 1.00.0 Mot Inztalled
O “windows System Info 1.000 Mat Installed
Helm Service .
q “Windows Usger and Groups 1.0.00 Mat InatalleuI:I W
— 1 r |
S_l,ls_t;n Refresh bodule List @ InztallUninztall b odules
Database ;I
| Tool Yersion ¢ 1.0.6 Revision 5 _'_[_tl s_:ﬁl ok | LCancel | Apply

Find the Windows Firewall module in the list and check the box, then click the Install/Uninstall
Modules button to install it:
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i _ Helm ¥ersion 4.0.6 Reyision b
Helm™ Configuration Tool
webHost Automation Led
21 Modules
m M ame | |ngtalled Werzion | L atest Yersion | Statusz -
Licence Server Extensions
Infarmation
— O 15 Manager 1.00.0 Mat Inztalled
ﬂ O 115 Manitar 1.00.0 Mot Installed
Gerver Aooess O Teminal Services 1.00.0 Mat Installed
List O Upgrade Service 1.00.0 Mat Inztalled
O windows Event Viewer 1.00.0 Mat Inztalled
@ Wwindows Firewall 1.00.0 1.00.0 Installed, Up Ta Date
Installed || O windows Proceszes 1.000 Mat Inztalled b
hodules O windows Rebaat 1.00.0 Mat Inztalled
O windows Scheduled T asks 1.0.0.0 Mot [nstalled
RE O windows Services 1.0.0.0 Mot Installed
i
O windows Svstem Info 1.00.0 Mat Inztalled
Helm Service O windows User and Groups 1.00.0 Mat Inztalled _ILI
= 1 | 3
S_I.J..Ste-r:'u Fefresh tModule List @ Ingtall/Uninztall Modules
Database ;I
| Tool Wersion @ 1.0.6 Revision 5 _'_[;l ;;El ok Cancel | Lpply

The Windows Firewall module is now installed on your Helm build. Read on to learn how to use it
in Helm.
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Windows Firewall

Helm allows you to directly manage Windows Firewall, without the need to login to the server
itself. This allows you to specify port exceptions, enable and disable the firewall, and more —
directly through the Helm interface. To manage the Windows Firewall for a particular server, in
Helm go to:

Home > Helm System > Servers > SERVER NAME > Windows Firewall

Here you will see your current Windows Firewall settings. They are split into three sections:

Windows Firewall Logged in a5 ADMIN
windows Firewall helps pratect wour computer by presventing unauthorized users from gaining access to your computer through the Internet or a network.

windows Firewall (;B Back

= windows Firewall
[ClEnable Windows Firewal
Ij Save

Service Exceptions on Local Machine

Service Name Port Assigned

File and Printer Sharing TCP-139, TCP-445, LUDP-137, UDP-135 Enable

UPAP Framewark, UDP-1900, TCP-2869 Enable

Remate Deskkop TCP-3389 Enable

Page 1 of 1 <1 = Records Found: 3
Port Exceptions on Local Machine

@ Add Mew Port E:I @

Port Name Protocol Port

Helm Remote TCP 7056 Disable

ROP TCP 4122 Dizable

Page 1 of 1 <1 = Records Found: 2
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Enable and Disable Windows Firewall

1.) To enable Windows Firewall on the server, simply check the box labeled “Enable Windows
Firewall” and click Save.

2.) To disable Windows Firewall on the server, simply check the box labeled “Disable Windows
Firewall” and click Save.

Service Exceptions

By default in Windows Firewall there are three Services that are set by the operating system —
File and Print Sharing, Remote Desktop and UPnP Framework.

If you want to disable any of these services in the firewall, just click the “Disable” button next to
the service(s) you want to disable. This will then mean that these services are blocked by the
firewall.

If you want to enable these services to have access through the firewall, click the “Enable”
button next to the service(s) you want to enable. This will then mean these services are allowed
to communicate through the firewall.
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Port Exceptions

In this section you can specify your own port exceptions to allow software to communicate
through the firewall on different ports. In the screenshot above, you will see two examples that
have been added — Helm Remote has been enabled on port 7086 and the Remote Desktop
Protocol has been enabled on port 4122.

If you want the server to disable any of these port exceptions in the firewall, just click the
“Disable” button next to the port exception(s) you want to disable. This will then mean that these
port exceptions are blocked by the firewall.

If you want to enable these port exceptions to have access through the firewall, click the

“Enable” button next to the port exception(s) you want to enable. This will then mean these port
exceptions are allowed to communicate through the firewall.

Adding a Port Exception

1.) Click Add New Port. You will be taken to the Port Exception screen:

Port Exce ptio n Logged in as ADMIN

Add/Edit Port Exception

\9 Back

Port Mame: ™ |

Protocal;

Enable Port

;_] Save

Port Name:- Enter a friendly name for the Port Exception you are creating (e.g. SMTP).
Port No.:- Enter the port number you wish to allow access through the firewall to (e.g. 1234).

Protocol:- Select whether this port uses either the TCP or UDP protocol. Generally UDP is
commonly used for streaming audio and video, and TCP is used for everything else — check the
documentation of the software you are allowing through the firewall to see which protocol it
uses.

Enable Port:- If you want to make this port exception active straight away, check this box. If you
want to add it but leave it disabled for now, uncheck this box.

2.) Choose the details of your port exception as outlined above, and click Save to save the port
exception.
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Deleting a Port Exception

If you wish to delete a port exception completely:

1) Click on the port exception in the list to get taken to the Port Exception screen and then click
the Delete button:

Lagged in as ADMIMN

Port Exception

AddjEdit Port Exception

Port Marne: * |He|m Rermote

Part Mo.:*
Protocol:

Enable Part

@- Delete E Save

2.) On the next screen click OK to confirm the deletion.
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