Helm Server Security Report

Please find below details of the Helm Server Security Audit that was recently completed on your behalf.

Helm Server Details

Server IP Address 60.192.168.21

SEIWEIHNO U PSS Il Windows Server 2003

Processor Installed Pentium® 4 CPU 2.67GHz

Memory Installed 1.5GB RAM

Hard Disk Information C: Used 14.1GB, Free 24.9GB, Total: 39.0GB
D: Used 10.9GB, Free 64.9GB, Total: 75.9.0GB

Technician Details

Name Robert Kershaw
Email Address rob.kershaw@webhostautomation.com
Audit Completed 4™ November 2004

Audit Details

Prerequisites v Disable Guest account Notes:
v Disable default Administrator account | Created new Administrator accounts
v Microsoft Baseline Security Analyser called “SecureSvrl
v Windows Critical Updates Automatic Updates scheduled for
v Schedule for Automatic Updates Monday 3am each week
Folder Permissions v Drive Root Permissions Notes:
v Helm Domains Folder Permissions
v Microsoft 11S Folder Permissions
v CDONTS/CDOSYS Folder Permissions
v PHP Folder Permissions
v Perl Folder Permissions
v Microsoft FTP Folder Permissions
Mail Server Security v Microsoft SMTP Relay Settings Notes:
v MailEnable Relay Settings Relaying restricted to local server
v Ipswitch Imail Relay Settings
v Merak Mail Relay Settings
v SmarterMail Relay Settings
FTP Server Security v Disable MS FTP Anonymous Access Notes:
ASP.Net Security v ASP.NET Folder Permissions Notes:
v

ASP.NET Impersonation Settings
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